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Executive Summary 
Common practice Risk Management features ‘Qualitative’ assessment where risks are 
compared against predefined 1 – 5 scales for both probability and impact.  An overall 
rating is calculated by multiplying the two scores.  Risks are then prioritised according to 
this rating and their position on a Probability Impact Graph (PIG). Qualitative risk is 
widely used to support organisational decision making and is the foundation of most 
Enterprise Risk Management (ERM) systems. 

Qualitative risk & PIGs have their roots in practices that were developed in the 50’s and 
60’s for the management of Health and Safety risk – and a probably still useful in that 
context. From these origins it has evolved organically within a loose but self-referencing 
community of risk managers, professional organisations and other influencers.  

The principle advantage of qualitative risk is that an easy to understand and explain 
concept, which most people find intuitive. Though qualitative risk is taken for granted as 
a proven methodology; an objective appraisal reveals the approach to have serious 
flaws.  

An ERM system based on Qualitative Risk or Probability Impact Graph approach will 
almost certainly be prioritising the wrong risks.  

Qualitative in this context is actually a misnomer - numbers and calculations are 
involved.  The loose classification according to bands of values introduces large amounts 
of ambiguity. This ambiguity means that the PIGs are unable to differentiate between 
risks that are very different; and can prioritise smaller risks over larger risks.  

A fundamental problem is that qualitative risk is based on a philosophy that ‘risk  = 
probability x impact’. This in effect assumes that the essential characteristics of a risk 
are limited to its average value. Of course variability matters – the range of outcomes 
rather than just the average. It is ironic that this popular technique completely misses 
the whole point of risk management.  

There are many alternative methods for assessing and prioritising risk, opportunity and 
uncertainty that do not suffer these failings.  Whilst there is no single ‘one size fits all’ 
approach it is possible to create effective systems tailored to each application and 
organisation.  

In fact many savvy organisations already rely on these better methods; whilst 
qualitative risk is run in parallel only for legacy, stakeholder and reporting reasons. It is 
important that any organisation using PIGs for any reasons understands the limitations 
of the method.  
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· About Qualitative Risk and Probability Impact Graphs 

The use of Probability Impacts Graphs (PIGs but also known as Matrices etc) is virtually 
universal in Risk Management and a cornerstone of nearly all Enterprise Risk 
Management Systems. The deployment of PIGs is widely advocated; by risk managers, 
training courses, consulting firms, text books, risk standards and guides. To many 
people Risk Management is the use of PIGs.  

In a typical PIG based approach risks are categorised according to their probability and 
impact. Scores for probability and impact are found by referring to predefined 
‘Qualitative’ assessment criteria. An overall score for the risk is found by multiplying the 
risk and impact scores.  The process is intuitive, simple to follow and produces 
aesthetically appealing graphs and lists.  

A typical PIG assessment Matrix for a Corporate ERM System is shown below: 

5 > £100m 5 10 15 20 25 Key

4 £50m to £100m 4 8 12 16 20 High

3 £10m to £50m 3 6 9 12 15 Med 

2 £1m to £10m 2 4 6 8 10 Low

1 <£1m 1 2 3 4 5

< 3% 3 to 
15%

15% to 
35%

35% to 
65% > 65%

1 2 3 4 5
 

Table 1: Typical ERM Probability Impact Graph 

The examples in this paper are based on a commercial application designed to protect 
shareholder value. However it is worth noting that PIG graphs have a wide variety of 
applications in many other areas including Health & Safety, anti-terrorism and 
healthcare. 

There are two primary objectives for PIGs. The first is to put risks into a relative order or 
ranking of importance. The second is to assign critical / high / medium / low labels to 
each; where critical and high level risks are reported to a board or other oversight body. 
It is the limitations and problems associated with these objectives of the PIG approach 
that are identified and appraised here. 



 

Page | 4   

 

How well do PIG’s prioritise risks? 
For convenience we will assume in this section that the identified ‘risks’ fit neatly into 
PIG framework and the bands defined by the qualitative assessment criteria – we will 
also consider cost only. These assumptions allows us to examine specific failings; but will 
be revisited later.   

One simplistic measure of risk is that of ‘expected value’ (EV); this is a mean value of 
the risk found by multiplying the numerical probability and impact values. EV is itself not 
necessarily a perfect method for prioritising risk but suits our purposes here.  In the 
following examples we will compare the PIG based approach with the EV approach for 
measuring risks. Scores for the following examples are based on the matrix in table 1.  

Issue 1: Risks that are very different in scale and characteristics can appear in 
the same PIG graph box  

Risk Prob. Impact EV PIG Score 
Risk A 5% £15m £750k 6 
Risk B 10% £40m £4m 6 
 

Issue 2: The relative priority of two risks can be ‘turned on its head’ by the PIG 
approach.  

Risk Prob. Impact EV PIG Score 
Risk C 15% £40m £6m 6 
Risk D 20% £12m £2.4m 9 
 

This leads to risks being put into categories inconsistent with their underlying expected 
values: 

Risk Prob. Impact EV PIG Rating 
Risk E 30% £100m £30m Medium 
Risk F 40% £60m £24m High 
 

The errors above are introduced by the large ranges in the PIG band criteria – £10m to 
£50m or 3% to 15% are 5 fold differences in magnitude. With these large ranges it is 
possible for a risk to share a score with another risk whose expected value is 25 times 
bigger or smaller.  We can be sure the PIG graph has correctly prioritised two risks only 
if both the probability and impact of one risk are definitely larger than the other. In other 
words: 

PIGS can only differentiate between two risks if the higher scored risk is at least one row 
above and at least one column to the right of the lower scored risk 
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But how serious is this limitation?  A feel for the scale of problem can be found by 
examining the following graph. The graph shows for each box in the PIG graph how 
many other boxes it can correctly differentiates risks against - this is the total number of 
squares that are a) at least one column to the right and one row higher and b) at least 
one column to the left and one row lower.  

5 > £100m 0 4 8 12 16

4 £50m to £100m 4 6 8 10 12

3 £10m to £50m 8 8 8 8 8

2 £1m to £10m 12 10 8 6 4

1 <£1m 16 12 8 4 0

< 3% 3 to 
15%

15% to 
35%

35% to 
65% > 65%

1 2 3 4 5
 

Table 2: Ability to Prioritise 

Totalling all boxes in the graph gives a value of 200. If a PIG was 100% effective then a 
single box could differentiate between the other 24 boxes, giving a value of 600 (25x24). 
The difference in these two values leads to a conclusion that PIGs are poor at 
differentiating between risks.  

At this point a more involved analysis could take place; probably on a more elegant 
theoretical basis. There may also be debate about how the PIG performs with real data. 
However we do not need either of these to discredit the PIG based approach. Before we 
look at how PIGs are actually used we should consider opportunities (‘upside risk’) and 
revisit the idealised assumption that risks fit neatly within our PIG cost categories: 

Issue 3: Risks probably will not fit into the predefined PIG categories 

Impacts are unlikely to fit into the categories set out in the PIG. This can result in the 
loss of precision, the creation of precision where it doesn’t exist, or just plain ambiguity. 
Take for instance the following examples: 

n A risk (e.g. a tax liability) with an impact of £80m to £85m. This will be scored as a 
‘4’ and could then be mis-interpreted as having a greater range of £50m to £100m. 
This also leads to a shift in the expected value.  

n A risk with an impact of minimum £10m and maximum of £140m. This will be scored 
a ‘4’ which could then be interpreted as having a reduced range of £50m to £100m.   

n A risk with impact of minimum £5m and maximum £15m. A decision will need to be 
made on whether to place in the ‘2’ or ‘3’ category; individuals will have different 
view on this decision.  
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Issue 4: PI score is dependent on whether the item is framed as a Risk or as an 
Opportunity  

Take a project context where there is an 80% chance of a Ground Remediation risk of 
£15m giving a score of 15. Suppose instead that the Project Manager decides to make a 
provision of £15m in the base plan and then reframe the risk as an opportunity that the 
remediation is not required. In this case the opportunity is scored as a 20% of £15m 
scoring 9.  

Real World Applications  
The table below is based on a real ERM system for management and governance 
reporting As it typifies common practice we will use it here to examine further the 
problems with the qualitative risk approach.  

Ref Risks Owner 
Risk Profile 
/ Trend Action Plan 

Action 
RAG 

12 Contractor Behaviour Tony D é Monitor on an 
ongoing basis 

  

4 Finance Costs Nicola G çè In development   

7 Project Schedule Sonia C é High value 
penalties 

  

21 Adverse Press Mike L é Retain specialist 
PR firm 

  

36 Tax determination is 
outstanding 

Pat B çè Corporate finance 
investigating  

  

 

Table 3: Typical Dashboard Reporting Format 

Additional ambiguity with multiple impact criteria 
It is common practice to consider not only cost but other impact criteria also – and then 
take the maximum of these to get the overall impact score. In the example above risks 
have also been evaluated against other criteria – including health and safety, reputation 
and stakeholder impact though the individual assessments are not shown. It may or may 
not be possible to determine which criteria applies from the risk descriptions – but then 
again may be not.  

Additional ambiguity by obscuring PIG location 
When the PI Score has been used to order a Risk Register only the score is visible and 
the location of the risk on the PIG graph is not shown. Loss of this information means 
the PI Score based approach can only differentiate between two risks if they have 
different scores of either 1,9,16 & 25. Even worse – in the example above only the High 
/ Med / Low status is shown.  
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Killer blows to the PIG based 
approach  
So PIG graphs are not effective at prioritising risk when compared to the Expected 
Values. If this is not convincing enough to discredit qualitative risk; the following might 
be: - 

PIGs are a computational dead end (or should be) 
There is no logically defendable way to work with PIG outputs. For instance it cannot be 
concluded that Project A is preferable to Project B (or Project A is getting better) 
because it has fewer higher scoring risks. However derivative calculations are common; 
for instance ‘Heat Maps’ that show risks or quantities of risks on a PIG chart and 
‘Waterfall Charts’ that show how risk scores change over time. The quantity and 
sophistication of these derivative calculations is often a driver in the selection and 
procurement of ERM systems - they also give senior management a false sense of 
confidence.  

PIGs are based on an event based definition of risk only 
A broader definition of risk might include uncertainty in estimates – to which no 
probability can be assigned. Such estimation uncertainties do not fit within the PIG 
structure – however experience shows that around 50% of exposure typically arises from 
‘estimation uncertainty’.   

Variability Matters  
The fable of the ‘6ft high mathematician who drowned trying to cross a river with an 
average depth of 5 feet’ illustrates why variability matters. Investigation and 
understanding of variability should be the main focus for risk analysis and management. 
It is very puzzling therefore that the most popular method for prioritising risk, the PIG 
graph, basically ignores variability.  

This is particularly problematic for differentiating between High Impact but Low 
Probability and Low Impact but High Probability risks. Consider two risks scored with 5: 
Wouldn’t your organisation prefer a system that differentiates between a 90% chance of 
£500k and a 3% chance of £100m?   

This is a criticism of both the PIG based approach and any other prioritization method 
that uses averages and the notion that ‘risk = probability x impact’. 

Complexity matters too 
PIGs take a simplistic view of risk in which there is no system based thinking about the 
root causes, relationships and dependencies between risks, opportunities and 
uncertainties. Ignoring complexity of this kind (and therefore not managing it) can lead 
to cost overruns of up to 1,000%.  
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Slaying some Pro-PIG Arguments 
At this point some advocates of qualitative risk and vendors of ERM software will wish to 
hang onto the status quo rather than change long held beliefs. The following arguments 
are anticipated: 

The thousands of people and organisations that use PIGs 
can’t all be wrong.  
Popularity is a good indicator but not absolute proof of effectiveness. Accepted logic is 
often overturned or modified in the light of new findings.  

One of the issues is that life would be extraordinarily inefficient if all decisions required 
us to undertake a bottom up appraisal from first principles. To make progress we all rely 
on learned responses, rules of thumb and references to what others do in similar 
circumstances. There is always the possibility that something we depend on and take for 
granted has a latent flaw. The risk is that if you don't stop and look around once in a 
while, you could miss it – which was the motivation for this paper. 

The absence of good/precise data means an 
approximate scale is the best option – particularly for 
probability 
In the qualitative approach there are typically only 5 options for probability and impact; 
a damaging constraint. In our example matrix there is no differentiation between an 
uncertain event with a probability assessed 70 – 80% and one assessed 50 – 100%.  A 
much better approach is to capture uncertainty quantitatively with upper and lower 
ranges, which offers infinite options.  

Techniques for dealing with impact uncertainty will be familiar to many – for example a 
Monte Carlo simulation with sensitivity analysis. However it is less well known that there 
are a number of techniques for analysing uncertainty around the likelihood of events and 
improving the quality of probability estimates. Making use of these techniques 
recognises that this can be an important component of any forecasting exercise.  

A number of refinements have been made to PIG graphs 
to remedy known issues 
10 x 10 matrices are better than 5x5 matrices and logarithmic scales prioritise high 
impact / low probability risks. However these and other modifications are best viewed as 
mitigations rather than solutions -all issues identified in this paper are still relevant only 
with a slightly reduced impact.  
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Conclusion  
The purpose of this paper is to raise awareness of issues; definitive solutions cannot be 
the goal here. This is because there is no single one size fits all solution that directly 
replaces PIGs and qualitative risk. There are a number of alternatives from which 
organisations can choose dependent on requirements and circumstances. To list all the 
options here, together with associated benefits and drawbacks, would turn this paper 
into a textbook similar to those listed below.  

 
Given the flaws, how is the longevity of PIGs and qualitative risk explained?  In part it is 
because positive feedback is given by project teams who have attended qualitative risk 
workshops. Closer examination of the feedback shows most of the benefit is derived 
from the joint discussion of issues – including the likelihood and implications of risks. 
Qualitative assessment is an easy to understand task which gives the team a focus and 
sense of a common purpose – which is good for team building.  

 
The above are benefits of qualitative risk which should be retained when seeking 
alternatives. One of the author’s experiences was a project risk workshop based around 
a qualitative approach. One of the risks (not the highest ranking) identified that an 
investigative survey take place as a mitigation action against inaccurate data. 
Unfortunately because of time pressures and the fact that the risk register was not 
regularly reviewed and actioned upon the survey never took place. The project later 
experienced a large rework cycle costing many millions of Euros, the rework cycle would 
have been avoided if the survey had taken place. Though the prioritisation method was 
flawed and the implementation failed the risk process was very valuable.  

Another reason that PIGs continue to be used is they are surprisingly difficult to replace 
– and replacement is the only option as organisations cannot leave a vacuum. PIGs look 
good and the meaning of the Red/Amber/Green boxes is universally understood (even 
though the wrong risks may feature). To move away from PIGs requires identification of 
effective alternatives and then persuasion and re education of both internal and external 
stakeholders. In many instances Risk Managers are using discretion to ensure the most 
important risks are communicated to the Management Teams.  

For the reasons above there are organisations who are already mature in the use of 
better and more sophisticated quantitative methods – but PIGS and qualitative risk is 
run in tandem. Real decisions are supported by the better methods but PIGs are retained 
as legacy communication channels to senior management or other stakeholders.  
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Further reading: 
For those interested in exploring the topic further the following are recommended: 

Source Notes 
 ‘Crossing the CASM: Why complexity 
matters in risk management’  
Stephen Cresswell 

Into Risk Ltd white paper – free download 
from  http://www.intorisk.com/knowledge-
centre/white-papers 
 

The Flaw of Averages: Why we 
underestimate risk in the face of 
uncertainty  
Sam L. Savage and Jeff Danzige 

Easy to read and humorous. Further 
explanation of why ‘Variability Matters’ 

How to Manage Project Risk & 
Opportunity – Why uncertainty 
management can be a much better 
approach than risk management  
Chris Chapman and Stephen Ward 

The definitive guide on Project Risk, detailed 
and technical. 
 ‘The probability impact graph (PIG) – a tool 
that needs scrapping’ is the view of the 
authors and a section title in the book.  

The Failure of Risk Management: Why 
it's Broken and How to Fix it  
Douglas W Hubbard 

Easy to read – author likens common 
practice risk to astrology.  

 

http://www.intorisk.com/knowledge
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Alternative Risk Register Format: 
An alternative Excel menu driven risk register format, suitable for use in workshops etc, can be 
downloaded from www.intorisk.com. This incorporates the following methods to priorities risks, 
opportunities and uncertainties: 

· ‘Direct Subjective Evaluation’ – individuals or teams can assign a High/Medium/Low priority 
to each item, and a note can be made of the justification for the priority level. Many 
practical management focussed risk register have 20 – 50 items so directly prioritising the 
risks is relatively straightforward and time efficient. Crucially it avoids PIGs and also the time 
required to agree the PIG criteria prior or during workshops.  

· Expected Value (where the item has been quantified) 

· Standard Deviation – where the risk has been quantified this gives an insight into variability, 
can be used to prioritise the register via the ‘Sort’ function. 

 

 

 

http://www.intorisk.com
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Appendix - Appraisal of a Customer 
ERM System 
 

The following is the key result of a client assignment that included an appraisal of how well the client 
Qualitative Risk based ERM system and management regime prioritised risks.   

A selection of risks from a single project portfolio were taken as a sample. The Expected Value 
(probability x financial impact) and qualitative score of each risk was calculated. The scatter plot 
graph below compares these two prioritisation methods – each dot marks the position of an 
individual risks against its EV (vertical axis) and qualitative score (horizontal axis).   

 

Scatter plot – Expected Value versus Qualitative Score for a suite of Project Risks 

 

If PIGs were a valid method for prioritising these risks the blue dots would be arranged in a diagonal 
line from the origin. Looking at the graph it can be seen there are multiple instances of incorrect 
prioritisation. In the worst example a risk scored as 5 (A) has an EV of just over £500k whilst a risk 
scored 11 (B) has an EV of £50k.

A 

B 
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